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 Proposal for Object Plan

 1. The business case for SystemRole Object 

Transfer of Student, Staff and Identity Data from an enterprise Identity and Access Management (IDAM) platform to proprietary education system to facilitate user access.  This scenario requires the ability to transfer information about the individual as well as their role in targeted downstream systems.  

Without the ability to target authorisation as well as authentication, 'duty of care' of a jurisdiction cannot be met. For example, a teacher is dismissed under disciplinary action; whilst the access to a system can be achieved by removing their 'authentication' rights by the provisioning (master) system, the content or the impact that the person has implemented in the targeted system still remains.  In some instances, it is the responsibility of the provider to manage actions of users in downstream systems.  Without the facilitation of this information, the 'duty of care' of the owners of the master system cannot be met.

 2. Time line

For release with SIF Implementation Specification (Australia) 1.1

 3. Business sponsor/approvals

SIF AU DSWG

 4. Steps to achieve use case

 Summary

When the attributes and associations of a user changes due to changes in their employment within an organisation, the information stored about them and by them in downstream systems needs to be treated in a way that:

· Makes the process completely automated;

· Minimises the setup/resetup work by that user;

· Minimises the setup/resetup work by downstream system administrators;

· Does not remove content that is being shared;

· Removes/suspends content when the IDAM indicates it is appropriate.

The issues here for the downstream system are:

·         To retain settings, content and local roles when a user is suspended which can be reinstated to the user when the user returns (into the same position).

·         To remove discoverable user information and content if the organisation (via the IDAM) considers this appropriate.

 Application Behaviour Settings
Logon
This is the ability for the user log in.  It should be independent of the authentication sign in status.

Content

This may include portfolios, learning plans, assessments and resources.

Settings

These will be the application preferences for the user.  It may also include contacts and other personal settings.
Discoverable
This would determine if the user and their content are able to be seen or discovered.
Roles

These are the default roles that are allocated by the IDAM system.  Other roles may be allocated by the downstream system. 

 Scenarios

 New Staff Member

	 Summary 

 
	 A new staff member joins the organisation.  

The staff member is allocated to school, class and student associations (ie organisational position) 

User identity is generated, permissions/roles are allocated in the IDAM (manually or automatically based on business rules) 

 

	 Preconditions 
	 All downstream agents are registered with the ZIS. 

Identity has already been created and provisioned to the ZIS and downstream systems (this is part of the use cases for Identity) 

 

	 Trigger Event 

 
	 A permission is added to an identity that warrants generating a SystemRole to inform downstream systems of new permission 

 

	 SIF Mandatory Objects 

 
	 SystemRole 

 

	 Other SIF Objects Affected 

 
	 

	 Outcomes 

 
	 The user is granted permission to the downstream system 

 

	 Action Steps 

 
	1. IDAM sends the ZIS a create event for the SystemRole 

2. Downstream system interrogate the SystemRole, determine if SystemContext matches the agent processing the message; 

If yes, the SystemContext is for the current system, so the agent adds permissions to the system based on the roles in SystemContext

If the system does not have an existing Identity that matches the Identity in the SystemRole, the agent will need to request the Identity

If no, the agent ignores the SystemRole 


 Existing Staff Member Roles Modified

	 Summary 

 
	 An existing staff member has permissions changed 

 

	 Preconditions 
	 All downstream agents are registered with the ZIS. 

Identity has already been created and provisioned to the ZIS and downstream systems (this is part of the use cases for Identity) 

SystemRole has been previously published for existing permsisions 

 

	 Trigger Event 

 
	 A permission is modified for an identity such that it warrants generating a SystemRole to inform downstream systems of new/revoked permission 

 

	 SIF Mandatory Objects 

 
	 SystemRole 

 

	 Other SIF Objects Affected 

 
	 

	 Outcomes 

 
	 The user's permissions are updated in downstream systems 

 

	 Action Steps 

 
	1. IDAM sends the ZIS a update event for the SystemRole 

2. Downstream system interrogate the SystemRole, determine if SystemContext matches the agent processing the message; 

If yes, the SystemContext is for the current system, so the agent replaces the roles in based on SystemContext

If the system does not have an existing Identity that matches the Identity in the SystemRole (potentially the user is added their first permissions to this system, and has no identity in the system), the agent will need to request the Identity

If no, the agent checks if the user already has permissions for this user, and if so removes them as they are no longer current in the SystemRole

Otherwise, the event is ignored 


 Staff Member No Longer Employed (Terminated)

	 Summary 

 
	 The staff member is no longer attached to a position.  

User's network account (ie AD) will be suspended. 

The staff member will have all school, class and student associations removed, and be made inactive or removed from downstream systems. 

	 Preconditions 
	 All downstream agents are registered with the ZIS. 

All downstream systems have already been provisioned with the user account (Identity) and authorisation details (SystemRole) 

	 Trigger Event 

 
	 A change occurs in the IDAM to terminate/deactivate a staff member. 

	 SIF Mandatory Objects 

 
	 Identity, SystemRole 

 

	 Other SIF Objects Affected 

 
	 StaffPersonal, StaffAssignment (any object related to that teacher will need to be deactivated as per normal business process and data cleanup) 

 

	 Outcomes 

 
	 The user is either removed or suspended from downstream systems based on those systems business rules (ie deleted, suspended, archived, etc, see examples in table below) 

 

	 Action Steps 

 
	 1. User is terminated in the IDAM 

2. IDAM sends the ZIS a delete event on the Identity object for that user 

3. IDAM sends the ZIS an update message for SystemRole with the existing 'SystemContext' entries, but no 'Roles' under the SystemContext. This effectively removes all roles from interested downstream systems. 

 (alternatively...could send a delete message for the SystemRole) 

 


 Staff member deactivation - downstream system examples

	 System 
	 Logon 
	 Content 
	 Settings 
	 Discoverable 
	 Roles 

	 Assessment 
	 Disabled 
	 Visible 
	 Removed 
	 Yes 
	 Removed 

	 Content 
	 Disabled 
	 Visible 
	 Removed 
	 No 
	 Removed 

	 LMS 
	 Disabled 
	 Hidden 
	 Removed 
	 No 
	 Removed 

	 Portfolio 
	 Disabled 
	 Hidden 
	 Removed 
	 No 
	 Removed 

	 Access Only 
	 Disabled 
	 
	 Removed 
	 
	 Removed 
	 


 Manually Suspended
The staff member is no longer allowed access to any system. 

	 Summary 

 
	 Access is removed for the staff member to all systems 

User's network account (ie AD) will be suspended. 

	 Preconditions 
	 All downstream agents are registered with the ZIS. 

All downstream systems have already been provisioned with the user account (Identity) and authorisation details (SystemRole) 

	 Trigger Event 

 
	 A change occurs in the IDAM to suspend a staff member. 

	 SIF Mandatory Objects 

 
	 Identity, SystemRole 

 

	 Other SIF Objects Affected 

 
	 

	 Outcomes 

 
	 The user is either removed or suspended from downstream systems based on those systems business rules (ie deleted, suspended, archived, etc, see examples in table below) 

 

	 Action Steps 

 
	 1. User is terminated in the IDAM 

2. IDAM sends the ZIS a delete event on the Identity object for that user 

3. IDAM sends the ZIS an update message for SystemRole with the existing 'SystemContext' entries, but no 'Roles' under the SystemContext. This effectively removes all roles from interested downstream systems. 

 (alternatively...could send a delete message for the SystemRole) 

 


 Staff member deactivation - downstream system examples

	 System 
	 Logon 
	 Content 
	 Settings 
	 Discoverable 
	 Roles 

	 Assessment 
	 Disabled 
	 Visible 
	 Remains 
	 Yes 
	 Removed 

	 Content 
	 Disabled 
	 Hidden 
	 Remains 
	 No 
	 Removed 

	 LMS 
	 Disabled 
	 Hidden 
	 Remains 
	 No 
	 Removed 

	 Portfolio 
	 Disabled 
	 Hidden 
	 Remains 
	 No 
	 Removed 

	 Access Only 
	 Disabled 
	 
	 Remains 
	 
	 Removed 
	 


 5. Proposed new Data Objects (or changes) 

 SystemRole Object

Background

_The SystemRole Object defines the systems that a user has access to, the roles they perform within those systems, and the scope of those roles within the particular system. _

The RoleScopeList is used to list the entities over which the user has access rights. SIF Events are reported for this object.
 6. Glossary of Terms used in Object Definitions 

	 Property 
	 Definition 

	 Attr 
	 @ indicator to identify the item in the next column is an Attribute of the Object/Element or an Element in its own right. 

	 Name 
	 The name of the attribute or the element 

	 Char 
	 SIF Objects Characteristics, one of:

  M = Mandatory

  R = Repeatable

  O = Optional

  C = Conditional

  MR = Mandatory Repeatable

  OR = Optional Repeatable

  CR = Conditional Repeatable

 

	 Description 
	 The Description of the attribute or element 

	 Type 
	 Defined Type (CE) 
	Common Element defined 

	 
	 Defined Type (CS) 
	 Code Set defined

	 
	 Defined Type (CT) 
	 Type and Common Type 

	 
	 xs:<name> 
	 XML Base Type 

	 
	 Container 
	 Container Element 


 Object Plan 

 7. Object Dependencies and Relation Map 

The diagram below shows the relationship the SystemRole ,(previously AccessControl), Object has with other objects currently in the SIF Implementation Specification (Australia).

The SystemRole carries extra information about the 'person' or 'identity' described in these 'parent' objects.  They are related via the attribute of the SIF_RefId element.
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For the scoping of the SystemRole Object - the following Relationships are relevant.

System is related to SchoolInfo, TeachingGroup, or StudentActivityParticipation via the attribute of the RoleScopeRefId element.
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Key to diagrams:

	Pink:
	Existing object.

	Green/
Blue:
	Proposed object. 


 8. Proposed changes to Existing Objects 

No changes to existing objects are suggested with this proposal. 

 9. Proposed Changes to SIF Infrastructure 

N/A

Object Definitions

 Object Definition SystemRole Object

Background

_The SystemRole Object defines the systems that a user has access to, the roles they perform within those systems, and the scope of those roles within the particular system. _

The RoleScopeList is used to list the entities over which the user has access rights.

SIF Events are reported for this object.

	Attr   * 
	Name  * 
	 Char 
	 Description 
	 Type 

	 @
 
	 RefId 
	 M 
	 The SIF RefId that uniquely identifies this object.  
	 RefIdType (CT) 

	 * * 
	 SIF_RefId 
	 M 
	 The  SIF_RefId that provides  the source Object for this SystemRole Object 
	 * *IdRefType (CT) 

	 @ 
	 SIF_RefObject 
	 M 
	 The type of SIF object that the SIF_RefId attribute identifies.  
	 values:

  Identity, StudentPersonal, StaffPersonal StudentContactPersonal* * 

	 
	 SystemContextList 
	 M 
	 At least one SystemContext must be provided. 
	 List 

	 * * 
	 SystemContextList/ SystemContext 
	 MR 
	 Details about enterprise roles for an Identity/Personal Object for subscribing systems 
	 xs:normalizedString 

	 @ 
	 SystemId 
	 M 
	 Id of the system that this SystemContext relates to. 
	 xs:normalizedString 

	 
	 SystemContextList/ SystmeContext/RoleList 
	 O  
	 
	 List 

	 * * 
	 SystemContextList/ SystemContext/Role 
	 OR 
	 Role of the entity this object describes in the SystemContext. 
	 xs:normalizedString 

	 @ 
	 RoleId 
	 M 
	 The role title 
	 xs:normalizedString 

	 * * 
	 SystemContextList/ SystemContext/RoleList/Role/ RoleScopeList 
	 O 
	  List 
	 xs:normalizedString 

	 * * 
	 SystemContextList/SystemContext/ RoleList/Role/RoleScopeList/ RoleScope 
	 MR 
	  Container 
	 xs:normalizedString 

	 * * 
	 SystemContextList/SystemContext/ RoleList/Role/RoleScopeList/ RoleScope/RoleScopeName 
	 C 
	 The group/OU this role is applicable to. One of RoleScopeName or associated RefId must be provided. 
	 xs:normalizedString 

	 * * 
	 SystemContextList/SystemContext/ RoleList/Role/RoleScopeList/ RoleScope/RoleScopeRefId 
	 C 
	 The  SIF_RefId that provides  the source Object for this RoleScope. 

One of RoleScopeName or associated SIF Object RefId must be provided. 
	 IdRefType (CT) 

	 @ 
	 SIF_RefObject 
	 M 
	 The type of SIF object that the SIF_RefId attribute identifies.

One of RoleScopeName or associated SIF Object RefId must be provided.  
	 values:

  SchoolInfo

  TeachingGroup

  StudentActivityParticipation

 

	 * * 
	 SIF_Metadata 
	 O 
	   
	 SIF_Metadata 

	 * * 
	 SIF_ExtendedElements 
	 O 
	   
	 SIF_ExtendedElements 


<SystemRole RefId="4286194F43ED43C18EE2F0A27C4BEF86">

  <SIF_RefId SIF_RefObject="Identity">23B08571E4D645C3B82A3E52E5349925</SIF_RefId>
  <SystemContextList>

    <SystemContext SystemId = 'LearningPlatformSystem1'>

      <RoleList>    

      <Role RoleId= 'Admin'>

        <RoleScopeList>

          <RoleScope>

            <RoleScopeName>SchoolGroupName1</RoleScopeName>
            <RoleScopeRefId SIF_RefObject= 'StaffAssignment'>GUID23</RoleScopeRefId>

          </RoleScope>

          <RoleScope>

            <RoleScopeName>ClassName1</RoleScopeName>

            <RoleScopeRefId SIF_RefObject = 'TeachingGroup'>GUID245</RoleScopeRefId>

          </RoleScope>

        </RoleScopeList>

      </Role>

     </RoleList>

    </SystemContext>

    <SystemContext SystemId = 'ContentManagemet'>

       <RoleList>

       <Role RoleId= 'User'>

        <RoleScopeList>

          <RoleScope>

            <RoleScopeName>SchoolName1</RoleScopeName>

            <RoleScopeRefId SIF_RefObject= 'StaffAssignment'>GUID23</RoleScopeRefId>

          </RoleScope>

        </RoleScopeList>

      </Role>

     </RoleList>

    </SystemContext>

  </SystemContextList>

</SystemRole>
 Extra issues & Items still being discussed

See Comments below:

 Appendices

Appendix A - List of Characteristic Codes 

No new code sets defined or Required here.
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